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Leveraging Delivery Failures for measuring:

мΦ 9Ƴŀƛƭ 
{ŜŎǳǊƛǘȅ

3. Internet 
Disruptions

2. IPv6
Reconnaissance
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What can be learned from delivery failures aboutInternet 
protocols and reachability?

Sorry, we encountered an 
error delivering your 

packet. The recipient was 
not present.

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
| 6 | Traffic Class | Flow Label |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
| Payload Length | 58 | 56 |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
| 2001:db8:200:1000::ab |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
| 2001:db8:5ba::1 |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
| 1 | 3 | Checksum |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
| Identifier | Sequence Number |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
| Destination Unreachable

+- +- +- +- +-

Postal System LƴǘŜǊƴŜǘ

1-Error Message

2-No Response

wŜǎŜŀǊŎƘvǳŜǎǘƛƻƴ
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Delivery Failures: Intentional vs Unintentional
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Publication at UsenixATC'22

5ŜƭƛǾŜǊȅ CŀƛƭǳǊŜǎΥ LƴǘŜƴǘƛƻƴŀƭ tŀǎǎƛǾŜ

Holzbauer, F., Ullrich, J., Lindorfer, M., Fiebig, T. Not that Simple: Email Delivery in the 21st Century, USENIX 
Annual Technical Conference (ATC), 2022. CORE: A
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¢ƘŜ 9Ƴŀƛƭ 9ŎƻǎȅǎǘŜƳ

- Standardized in the early
Internet

- Billions of emails
transmitted daily

- Many smalleroperators

- TransportEncryption:
opportunistic

- End-to-End encryption:
lacks adoption

6



The Need to Study Email Delivery 

What related testbedstypically miss:
-> How email is actually delivered!
- Which resolver uses the outbound 

MTA, does it validate DNSSEC?
- Delivery in plaintext?
- Are self-signedcerts validated?
- Is strict TLS supported? (DANE, MTA-

STS)

Why should we care: 96% of emails from 
Tunisia to Google > downgraded to 
plaintext [14]

ÕÎÉÖÉÅƚÁÃƚÁÔ

Inbound MTA

Outbound MTA

!ǳǘƘƻǊƛǘŀǘƛǾŜ 
5b{

7

Testbed: Internet.nl



Intentional Passive ςEmail Testbed

email-security-scans.org

¦ǎŜǊ Ŏŀƴ ŎƘƻƻǎŜ 
ƛƳǇƭƛŎƛǘ ¢[{Σ I¢¢t{

User cannot choose security 
between Mail-Transfer Agents

Target group: users 
& operators

у



Initial Study: 417 Providers, 53 Countries
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Initial Study: 417 Providers, 53 Countries

10

5ƛǎŎǊŜǇŀƴŎȅ



- What we learn from email-security-scans.org:

Continuous Operation

Year Plaintext STARTTLS
DANE 

Validation
IPv6 (MTA) IPv6 (DNS)

2020/21 99% 90% 22% 44% 65%

2023 97% 97% 27% 58% 73%

2024 93% 98% 30% 56% 77%

2025 91% 99% 38% 60% 82%

мм



Measurement platformsmotivate 
standard adoption

Over 80% of users (with multiple tests;
1/5 of total) improve their email 
configuration after the first test

Allows to detect trends in improvements:
- 2023/24: DKIM, DANE and IPv6
- 2025: SPF validity 

(missing ip6 mechanisms)

Conclusion Email Delivery
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tǳōƭƛŎŀǘƛƻƴ ŀǘ La/ϥнп

Delivery Failures: Intentional Active 

Holzbauer F., Maier, M., Ullrich, J. Destination Reachable: What ICMPv6Error Messages Reveal about their 
Sources, Internet MeasurementConference (IMC), 2024. CORE: A

мо



Scanner
(e.g. ZMAP)

Active IPv6 Measurements

Vantage Point

IPv4
мa tt{

~45 Minutes

Active

aŜŀǎǳǊŜƳŜƴǘ
¢ŀǊƎŜǘ

2^32

IPv62^128

Hitlists only?

мп



AnalyzeICMPv6 error messages that are returned by IPv6 periphery even when the target 
address does not respond

Contribution:

- Network Activity Classification:interpret ICMPv6 error messages to infer whether a 

remote network is active or inactive

- RouterClassification:ICMPv6 rate limits are different among routes

and can be used for fingerprinting the router vendor

Active network 
behind router5ŜǾƛŎŜ 

LƴŦƻǊƳŀǘƛƻƴ

Delivery Failures: Intentional Active 
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1. Controlled 

Environment

2. Verification in the 

IPv6 Internet

оΦ LtǾсπǿƛŘŜ 

aŜŀǎǳǊŜƳŜƴǘǎ

Network Classification

Router Lab .±ŀƭǳŜ{ǘŜǇǎ ZMap
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ControlledEnvironment
Router Lab

sbaresearch/router-lab

±ŀƭǳŀōƭŜ ŦƻǊ ŦǳǊǘƘŜǊ 
ǊŜŎƻƴƴŀƛǎǎŀƴŎŜ

17

Investigated ErrorTypes: 
- Destination Unreachable and 

its six subcodes (NR to RR)
- Time Exceeded (TX)
6 Routing Scenarios:
- No ACL (2x), ACL (2x), Null 

Route, Routing Loop

https://github.com/sbaresearch/router-lab
https://github.com/sbaresearch/router-lab
https://github.com/sbaresearch/router-lab


Verify: BValueSteps
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±ŜǊƛŦȅΥ .±ŀƭǳŜ{ǘŜǇǎ

True 
Positives

True 
NegativesCƛƎǳǊŜΥ w¢¢ ƻŦ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎ ŦƻǊ ƭŀōŜƭŜŘ 

ŀŎǘƛǾŜ ƴŜǘǿƻǊƪǎ
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Result: /64 Prefixes in BGP announced /48s

Measured /64s 6,085,410,816 (100%)

Responsive 1,368,371,825 (22.5%)

Unresponsive 4,717,038,991 (77.5%)

Responsive /64s

Active 355,616,627  = 26%

Ambiguous 209,970,342 = 15%

Inactive 802,784,856 = 59%

38% of measured/48 
networks remain silent

At least 1 active /64 in 
61% of responsive /48 
networks

hƴƭȅ мр҈ƻŦ 
ǊŜǎǇƻƴǎƛǾŜ κспǎ 
ǊŜƳŀƛƴ ŀƳōƛƎǳƻǳǎ

20



1. Controlled 

Environment

нΦ ±ŜǊƛŦƛŎŀǘƛƻƴ ƛƴ ǘƘŜ 

LtǾс LƴǘŜǊƴŜǘ

3. IPv6-wide 

Measurements

Router Classification

Router Lab SNMPv3 ½aŀǇ

21



Controlled Environment: Router Lab

±ŜƴŘƻǊ 5ŜŦŀǳƭǘǎKernel Defaults

22



Verify: SNMPv3 Label Comparison

- Huawei labeled match lab 
default

- Cisco labeled match XRvand 
IOS lab defaults

π aŀƧƻǊƛǘȅ ƻŦ WǳƴƛǇŜǊ ƭŀōŜƭŜŘ ƛǎ 
ƭƛƳƛǘŜŘ ŀōƻǾŜ ƳŜŀǎǳǊŜƳŜƴǘ 
ǎŎŀƴǊŀǘŜƻŦ нллǇǇǎ

π aƛƪǊƻǘƛƪƳŀǘŎƘŜǎ [ƛƴǳȄ ƪŜǊƴŜƭ 
ŘŜŦŀǳƭǘǎ 
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Result: Rate Limit Matching

π wƻǳǘŜǊǎ ƻƴ ƳǳƭǘƛǇƭŜ ǇŀǘƘǎ 
όƎǊŜŜƴύΣ ƳƻǊŜ ŘƛǎǘƛƴƎǳƛǎƘŀōƭŜ
ǊŀǘŜ ƭƛƳƛǘǎ
o 9ΦƎΦ /ƛǎŎƻ όму҈ Lh{Σ 
пΦн҈ ·wǾύ

π tŜǊƛǇƘŜǊȅ όǇǳǊǇƭŜύ
o уоΦп҈ [ƛƴǳȄ ғпΦф ƻǊ ƴŜǿŜǊ 
ǾŜǊǎƛƻƴ ǿƛǘƘ ǎƳŀƭƭ ŘŜǎǘΦ 
ǇǊŜŦƛȄ ǎƛȊŜǎ όƭŜǎǎ ƭƛƪŜƭȅύ

o мнΦс҈ җпΦмф ǿƛǘƘ ŘŜŦŀǳƭǘ 
ǊƻǳǘŜ

24



- IPv6 network classification based on:
Active: AUw¢¢җ м ǎŜŎ 
Inactive: RR, TX & AURTT<1sec

- TX indicates the presence of routing loops, further studied by related work

- Not applicable to every network (38% remain silent)

- Router & kernel fingerprintsunlikely to be disabled(TX must be returned, 

harmonization unlikely) 

Conclusion IPv6 Reconnaissance
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tǳōƭƛŎŀǘƛƻƴ ŀǘ La/ϥнр

Delivery Failures: Unintentional Active and Passive 

Holzbauer F., Strobl S., Ullrich J., Tracking Internet Disruptions in Ukraine: Insights from Three Years of Active Full 
Block Scans, Internet MeasurementConference (IMC), 2025. CORE: A
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Active

Tracking the War in Ukraine

Seismic Monitoring Satellite Imagery LƴǘŜǊƴŜǘ ŀǎ ŀ {ŜƴǎƻǊ

wŀŘƛǳǎΥ олл ƪƳ× ннн ƪƳ

Figure 1: Seismic data obtained 
from Malyn AKASG array

CƛƎǳǊŜ нΥ {ŀǘŜƭƭƛǘŜ LƳŀƎŜ 
ƻŦ!ȊƻǾǎǘŀƭ ǎǘŜŜƭ ǿƻǊƪǎ πaŀǊŎƘ 
нлнн

Temporal resolution, weather, 
image quality, costs

Passive

Privileged position, misses 
silentdevices

27



ʦʣƚʪ -ÉÌÌÉÏÎ 2ÅÑÕÅÓÔÓ
ʭƗʣʣʣ 0ÁÃËÅÔÓ ÐÅÒ 3ÅÃÏÎÄ
ʧʧ -ÉÎÕÔÅÓ 3ÃÁÎ $ÕÒÁÔÉÏÎ

 ʦƚʪ -ÉÏ 2ÅÓÐÏÎÓÅÓ ÅÖÅÒÙ ʧÈ
ʦ/ÐÔƜ/ÕÔ .ÏÔÉÆÉÃÁÔÉÏÎ

From Austria to Ukraine and back

ну



From Ping to Outage Signal

Active /24s

/24 Block

/24 Block

wŜǎǇƻƴǎƛǾŜLtǎ wƻǳǘŜŘκнпǎ

193.151. 240

ʦʮʨƚʦʪʦƚʧʩʦ

. 241.1

. 240.201

. 240.101

hǳǘŀƎŜҐŎǳǊǊŜƴǘ ǾŀƭǳŜ ғ ·҈ ƻŦ ƳƻǾƛƴƎ ŀǾŜǊŀƎŜ ƻŦ ǇǊŜǾƛƻǳǎ ǿŜŜƪ

ʦƚ50$!4% ʦʮʨƚʦʪʦƚʧʩʣƳʧʩ 

!3ʦ

!3ʦ AS2
ʧƚ ,ÉÎË 
&ÁÉÌÕÒÅ

BGP
Feeds

3. UPDATE 
WITHDRAW

...

нф



5ŀǘŀǎŜǘ 5ŜǇǘƘΥ LƴǎƛƎƘǘǎƛƴǘƻ ǎƳŀƭƭŜǊ L{tǎ 

κнп .ƭƻŎƪ

AS25482 - > 4 routed /24s

ʦʮʨƚʦʪʦƚʧʩʣ 

Figure: Raw signals for AS 25482 (STATUS) recorded
November 2023.

Total: 1743 ASesUkraine
Our Coverage: 1674 (96%) 
IODA: 333 (19%)
Why: Signal Stability

Trinocular

ол



5ŀǘŀǎŜǘ 5ŜǇǘƘΥ моΦлрΦнлнн Ϧ{¢!¢¦{Ϧ L{t

fŰĦŔĬĲŰƣаÅƨƚƚŔċŰШ
ƚŸũĬŔĲƖƚШƚĲċƖĦő
ÉÑ ÑÖÉШ§ǭŔĦĲ

CountryMonitor: Decline in responsive IPs for ASN 
25482 (STATUS ISP) at the same time as the incident

ом



1. Intense attacks on the power 
grid -> partial outagesthrough 
IPS signal
o Infrastructure types 

(core vs edge)

2. Full block outages (FBS) more 
frequent in frontline regions

3. Only partof the outages are 
passively visible in BGP

Figure: Outages detected by each signal type across oblasts. 32

5ŀǘŀǎŜǘ .ǊŜŀŘǘƘΥ LƴǘŜǊƴŜǘ 5ƛǎǊǳǇǘƛƻƴǎ ǇŜǊ hōƭŀǎǘ



!ǾƎΦ сус Ih¦w{
aŀȄΦ нунн Ih¦w{
ǿƛǘƘ LƴǘŜǊƴŜǘ ƻǳǘŀƎŜǎ ƛƴ нлнп

мфрм Ih¦w{
ǿƛǘƘ ŜƭŜŎǘǊƛŎƛǘȅ ƻǳǘŀƎŜǎ ƛƴ нлнп

Pearson r=0.725
overlap of days

[ŔŊƨƖĲжЮcŸƨƖƚЮċǭĲĦƣĲĬЮĤǃЮƓŸƽĲƖЮċŰĬЮfŰƣĲƖŰĲƣЮŸƨƣċŊĲƚЮŔŰЮΥΣΥΧд

Dataset Breadth: Alignment with Electricity Outages
in Non-Frontline Regions

33



CountryMonitorTakeaways

{ƛƴƎƭŀ Ŝǘ ŀƭΦKlick et al. IODA CountryMonitor

Protocols Modbus, 
DNP3

60+ ICMP ICMP

Signal IP based IP based Block based 
(Sampling)

Block based (no 
Sampling)

Interval 24 Hours 4 Hours 10 Minutes 2 Hours

War Coverage 6 Months 
2022

Until March 
2023

Since 2022 Since 2022

Outage Location IP 
Geolocation

Static IPs IP Geolocation Regional 
Classification

оп



ÅCombine IPv6 recon. with 

outage detection(counter 

IPv4 churn, provider 

equipment)

ÅSurprising IPv6side effects:

SPF fixes, routing loops, 

Russia failed to censor IPv6

ор

ÅDifferent outage signals, 

different outage types

o Partial outages -> during 

power cuts

o Long lasting outages and 

traffic rerouting -> BGP and

latency changes

ÅDataset provides insights 

in Internet resilience

(repairs, redundancy)

ÅCƛǊǎǘ ǊŜǎǘǊƛŎǘƛƻƴǎ 

ƻŦǇƭŀƛƴǘŜȄǘŜƳŀƛƭ ŘŜƭƛǾŜǊȅ

ÅhǇǇƻǊǘǳƴƛǎǘƛŎŜƴŎǊȅǇǘƛƻƴ 

ǘƻ ōŜ ǘŀŎƪƭŜŘ ƴŜȄǘ

Å5ƻƳŀƛƴ ǎǇŜŎƛŦƛŎLtǾс 

ŀŘƻǇǘƛƻƴ ό9Ƴŀƛƭ Ǿǎ 5b{ύ

Å¢ŜǎǘōŜŘ ƘŜƭǇǎƻǇŜǊŀǘƻǊǎ 

ŀƴŘ ǳǎŜǊǎ ǘƻƛƳǇǊƻǾŜ 

Delivery Failures: Takeaways



36

1. email - security -
scans.org

/ƻƴŎƭǳǎƛƻƴ
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/ƻƴŎƭǳǎƛƻƴ

2. Active IPv6 
Measurements

Iƛǘƭƛǎǘ Lt

B127
B120
...
.B32

¦ƴŀǎǎƛƎƴŜŘ Ltǎ

Active



оу

Conclusion

ʨƚ #ÏÕÎÔÒÙ-ÏÎÉÔÏÒ



Destination Reached ς
Reactions/Questions?
Χ ǇƭŜŀǎŜ ǎŜǘ ǘƘŜ ǘȅǇŜ ŀƴŘ ŎƻŘŜ ŀŎŎƻǊŘƛƴƎƭȅΗ Τύ

.

> Thanks for attending!



!ŎƪƴƻǿƭŜŘƎŜƳŜƴǘǎ

40



wŜǎŜŀǊŎƘ aŜǘƘƻŘƻƭƻƎȅ

41

π9ƳǇƛǊƛŎŀƭ ǊŜǎŜŀǊŎƘ ǿƛǘƘ ŎǳǎǘƻƳ Řŀǘŀ ŎƻƭƭŜŎǘƛƻƴ ǘƘǊƻǳƎƘ 
LƴǘŜǊƴŜǘ ƳŜŀǎǳǊŜƳŜƴǘǎ

π¢ƘŜ ǇǊƻŎŜǎǎΥ

RFC Analysis Hypotheses
Measurement 

Design
±ŀƭƛŘŀǘƛƻƴEvaluation

wC/пппоAn error message of type 
Dest. Unreach. Code Addr. 
Unreachshouldbe returned 
when sending a request toan 
unassigned IPv6 address.

wƻǳǘŜǊ ǘŜǎǘōŜŘ 
ǿƛǘƘ ƳǳƭǘƛǇƭŜ 
ǾŜƴŘƻǊǎ ǘƘŀǘ 
ŦƻǊǿŀǊŘ ǘǊŀŦŦƛŎ ǘƻ 
ŀƴ ǳƴŀǎǎƛƎƴŜŘ 
LtǾс ŀŘŘǊŜǎǎ

Verification with 
IPv6 networks that 
are known to be 
active

Do real world IPv6 
networks behave 
as in the 
controlled 
environment?



Extending beyond Ukraine

¢ƘŜ ǎƛƎƴŀƭ ǇǊƛƳŀǊƛƭȅ Ŏƻƴǎƛǎǘǎ ƻŦ ǇǊƻǾƛŘŜǊ ŜǉǳƛǇƳŜƴǘ Ҧ b!¢Η

Better protected against outages than home routers

Expansion of scans to IPv6

Methodology for collecting home router addresses

/ƻǳƴǘǊȅaƻƴƛǘƻǊςhǳǘƭƻƻƪ

CountryMonitor: GREEN - Regional Provider Status vs. YELLOW Ukrtelecom in Kherson (6 AM - 8 PM Cycles)



CǳǘǳǊŜ ²ƻǊƪ

ÅNew protocolsto add to email-security-

scans.org: ARC, inbound DANE, MTA-

STS, URL rewriting, ..

ÅOutage detection in IPv6

o The signal primarily consists of provider 

ŜǉǳƛǇƳŜƴǘ Ҧ b!¢Η

o Better protected against outages than home 

routers

o Destination Reachable = Methodology for 

collecting home router addresses 

по

ÅDynamic thresholdsfor outage 

detection instead of static ones.

ÅExtend CountryMonitoroutside 

Ukraine

ÅTest regional classification(IP to 

location trends) in other countries

ÅExplore Neighbor Discovery security

for active IPv6 networks



Limitations
- Vantage Points 

-> limited in geographic diversity and number

- Protocols investigated 

-> Delivery failures for other protocols were 

not investigated

Publication specific: 

- Email: after initial study: 60% of tests from 

Gmail/Microsoft

- IPv6: ICMPv6 error message defaults 

dynamic

- Internet disruptions: Anomaly origin hard to 

determine from measurements alone.

пп

Data Collection:
- Email: Pause during development of 

artifact in 2022, DNSSEC target failed 
after initial study 

- IPv6: Limited period in2023
- Internet Outages: Interruptions 

when our vantage point went 
offline/maintenance.
ÅMarch 6th-7th, 2022,
ÅMarch 14th-28th, 2022,
ÅOctober 12th-19th, 2022,
ÅMarch 5th ςApril2nd, 2024, 
ÅJuly 13th, 2024,
ÅAugust 7th-19th, 2024,
Åand September16th, 2024
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LƴǘŜǊƴŜǘΦƴƭ



email-security-scans.org

- Exampletest with target:mail - tlsa - invalid.(measurement...)

47

LƴǘŜƴǘƛƻƴŀƭ tŀǎǎƛǾŜ π9Ƴŀƛƭ ¢ŜǎǘōŜŘ

Sender
MTA

5b{ 
wŜǎƻƭǾŜǊ

Authoritive
DNS

ÔÌÓÁƚÉÎÖÁÌÉÄƚ

? TLSA 
_25._tcp.tlsa -
invalid

TLSA record 
does not 

match MTA 
cert

Validating 
sender MTA 

does not 
deliver email



.ŀŎƪǳǇ LtǾс



Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩
ƴ ʫ ƴ 4ÒÁÆÆÉÃ #ÌÁÓÓ ƴ &ÌÏ× ,ÁÂÅÌ ƴ
Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩
ƴ 0ÁÙÌÏÁÄ ,ÅÎÇÔÈƴ ʪʭ ƴ ʪʫ ƴ
Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩
ƴ ʧʣʣʦƙÄÂʭƙʧʣʣƙʦʣʣʣƙƙÁÂ              ƴ
Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩
ƴ ʧʣʣʦƙÄÂʭƙʪÂÁƙƙʦ ƴ
Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩
ƴ ʦƗʨ    ƴ #ÏÄÅ ƴ #ÈÅÃËÓÕÍ  ƴ
Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩
ƴ )ÄÅÎÔÉÆÉÅÒ ƴ 3ÅÑÕÅÎÃÅ .ÕÍÂÅÒƴ
Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩Ɯ˩

ƴL/atǾс 9ǊǊƻǊ aŜǎǎŀƎŜ
Ɯ˩˩Ɯ˩Ɯ˩Ɯ˩Ɯ

tŜǊƛǇƘŜǊȅ 
!ŘŘǊŜǎǎŜǎ 

Error Messages in Measurements
- Edgy (Rye, 2020) 
Å 64.8MLast-Hop Routers

- XMap(Li, 2021)
Å 52M Routers + User 

Equipment (15 ISP ranges)

- Periphery caninclude your:
Å Home Router
Å Smartphone

5



1. Controlled 

Environment

aŜǘƘƻŘǎ hǾŜǊǾƛŜǿ
ÅOrigination of ICMPv6 error messages must be rate limited

ÅMeasure & detect rate limitsthat are unique to vendors

bwόмлύΧ ¢ƻǘŀƭ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎ ƻǾŜǊ 
ǘƛƳŜǎǇŀƴ ƻŦ мл ǎŜŎƻƴŘǎ
¢мΣ ¢нΣ ¢млbǳƳōŜǊ ƻŦ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎ 
ŘǳǊƛƴƎ мǎǘΣ нƴŘΣ ΦΦмлǘƘǎŜŎƻƴŘ

21

¢м μ ¢н μ ¢о μ Χ μ ¢мл

Requests

Refill Size

Refill Interval (ms)

.ǳŎƪŜǘ {ƛȊŜ

X Χ ¢ƻƪŜƴ

1

м ¢ƻƪŜƴ ǊŜƳƻǾŜŘ 
ǇŜǊ ŜǊǊƻǊ ƳŜǎǎŀƎŜ

10 sec

x

IP behind router

ΦΦΦ

NR, AU, TX ¢ŀǊƎŜǘ 
wƻǳǘŜǊ



Result I: Changes in the Kernel
π bǳƳōŜǊ ƻŦ ŜǊǊƻǊ ƳŜǎǎŀƎŜǎ ƻǾŜǊ мл 
ǎŜŎƻƴŘǎ

π {ǘŀǘƛŎ ŀƴŘ ŘȅƴŀƳƛŎ ǘŜǎǘƛƴƎ ƻŦ ǘƘŜ [ƛƴǳȄ 
ƪŜǊƴŜƭ ǎƘƻǿǎ ŀ ŎƘŀƴƎŜ ŦƻǊ LtǾс ƛƴ ƪŜǊƴŜƭ 
ǾŜǊǎƛƻƴ пΦ

Three rate-limiting changes 
over time:
1. Introduction of global 

rate 
2. Peer-based becomes 

adaptive to dest. prefix
3. Global bucket is 

randomized

23



aŜǘƘƻŘǎ hǾŜǊǾƛŜǿ

2. Verification in 

the IPv6 Internet

π hǳǊ DƻŀƭΥ

мύ ±ŀƭƛŘŀǘŜ ŎƻƭƭŜŎǘŜŘ ŘŜŦŀǳƭǘǎ ƛƴ ǘƘŜ LƴǘŜǊƴŜǘ

нύ 9ȄǘŜƴŘ ŘŜŦŀǳƭǘǎ ǿƛǘƘ ƴŜǿ ǊŀǘŜπƭƛƳƛǘǎ ŦƻǊ ǿƘƛŎƘ ǘƘŜ ǾŜƴŘƻǊ 

ƛǎ ƪƴƻǿƴ όǎŜŜ tŀǇŜǊύ

π 5ŀǘŀ {ƻǳǊŎŜΥ

o 9ȄǘǊŀŎǘ {batǾо ǾŜƴŘƻǊ ƭŀōŜƭǎ ŦƻǊ птсY LtǾсǊƻǳǘŜǊǎ

ό!ƭōŀƪƻǳǊΣ нлнмύ

o рлΣфрнƳŀǘŎƘ ƻǳǊ ǘǊŀŎŜǊƻǳǘƛƴƎ ŘŀǘŀΣ ŦƻǊ ǿƘƛŎƘ ǿŜ Ŏŀƴ 

ŎƻƭƭŜŎǘ ǊŀǘŜ ƭƛƳƛǘ ǇŀǊŀƳŜǘŜǊǎ 

πǊŜǉǳƛǊŜǎΥ 

24

ŘŜǎǘƛƴŀǘƛƻƴ ōŜƘƛƴŘ ǊƻǳǘŜǊΣ ƘƻǇ ƭƛƳƛǘ



Backup Ukraine
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Challenge: 

Assign outages to a region in Ukraine 

рр

Kherson

YȅƛǾ
Lviv

4ÉÍÅÓÔÁÍÐ /24

2022- 03- 02 
10:00

193.151.240

2022- 03- 02 
12:00

193.151.240

2022- 03- 02 
14:00

193.151.240

#4 Regional classification detects long-term trends in 

geolocation.

Regional Classification:Only consider 
/24s that have more than M addresses 
in the target region for more than 
T_percof routed months.

In the paper: M = T_perc = 70%



- Goal: Identify /24s representative

for a region, e.g. Kherson

Solution: Regional Classification

56

YƘŜǊǎƻƴ

Kyiv
Lviv

stόŜύ Χ wŜƎƛƻƴŀƭ Ltǎ κ нрс όƻǊ !ƭƭ Ltǎ ƻŦ !{ύ
a Χ ¢ƘǊŜǎƘƻƭŘ {ƘŀǊŜ ƻŦ Ltǎ όл-1): 70%
TroutedΧ bǳƳōŜǊ ƻŦ ǊƻǳǘŜŘ ƳƻƴǘƘǎ
TpercΧ {ƘŀǊŜ ƻŦ aƻƴǘƘǎ όл-1): 70%

Regional Classification
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Class Kherson

ASNs IPs /24s

Total 118 73.8K 512

Regional 13 8.3K 33

Non-Regional 40 65K 465

Target Set 34 41.7K 168

Kherson

1. Identifies32% of blocksfor which 
outages are representative of 
the Kherson region

2. Target set serves as input to outage 
detection.

#4Regional classification detects long-term trends in 

geolocation. 

Figure 4: Regional share of IPs in Kherson.

Yellow: 100%; Black 0%; White: Not routed



Parameters & Threshold Sensitivity/Severity
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Solution: Baltra ςISP Availability Sensing (2019)
Filter maintenance activity > additionallyresponsive IPshave to go down by 5% or more



Parameters & Threshold Sensitivity/Severity
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bƻǾκ5ŜŎΣ нлннΥ YƘŜǊǎƻƴ /ƛǘȅ Ǌǳƴǎ ƻƴ DŜƴŜǊŀǘƻǊǎ

Kherson

Kyiv

Daily Cycles
START: 08:00
END: 18:00

Russian Troops destroy critical 
infrastructure (TV Tower, 
Heat/Power Plant during 
retreat ) 

IS
P

 "
S

T
A

T
U

S
"



What is the size of the Ukrainian IPv4 address space?

61

wLt9 !ƭƭƻŎŀǘƛƻƴǎ IP Geolocation

ÅLeased Prefixes?
o 3.3% of delegated IPs located outside 

the country
Á Included in our measurements 
ÁNot valuable measurement targets?

o Reverse case: 7.4% of IPs locate to Ukraine but
delegated to other countries
ÁNot included in our measurements 

Å3,085 IPv4 ranges (~10.5M IPs) in 2022; trend 
declining

o 98% still exist in 2025
Á87% allocated to Ukraine
Á13% changed country codes
Åone-third to Russia

o Still valid measurement targets

Might not always reflect actual usage!
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1. Intense attacks on the power 
grid -> partial outages 
through IPS signal
o Infrastructure types (core 

vs edge)

2. Full block outages (FBS) 
more frequent in frontline 
regions

3. Only part of the outages are 
passively visible in BGP

#5 Internet disruptions in Ukraine peaked during winter 

2022/23 and throughout 2024. 

CƛƎǳǊŜ рΥ hǳǘŀƎŜǎ ŘŜǘŜŎǘŜŘ ōȅ ŜŀŎƘ ǎƛƎƴŀƭ ǘȅǇŜ ŀŎǊƻǎǎ ƻōƭŀǎǘǎΦ



Avg. 686 HOURS
Max. 2822 HOURS
with Internet outages in 2024

1951 HOURS
with electricity outages in 2024

63

Pearson r=0.725
overlap of days

#7 Strong correlation of days with outages & power cuts 

in non-frontline regions. 

Figure 8: Hours affected by power and Internet outages in 
2024.
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5ŀƳŀƎŜ ǘƻ aȅƪƻƭŀƛǾ ŎŀōƭŜ 
Ҕ Ƴǳƭǘƛ Řŀȅ ƻǳǘŀƎŜ ƛƴ 
YƘŜǊǎƻƴ όaŀȅ м ǘƻ aŀȅ пύ

wŜǊƻǳǘƛƴƎ ƻǾŜǊ wǳǎǎƛŀƴ 
ǳǇǎǘǊŜŀƳǎŘǳǊƛƴƎ ǎǳƳƳŜǊ
Ҕ {ƘƻǊǘ ƻǳǘŀƎŜǎ ŦƻǊ ǊŜƎƛƻƴŀƭ 
ƻǇŜǊŀǘƻǊǎΤ ǘƘŜƴ ǊƻǳǘŜŘ ƻǾŜǊ 
aƛǊŀƴŘŀ
Ҕ bƻƴπǊŜƎƛƻƴŀƭǎ ƻŦǘŜƴ 
ŘƛǎŎƻƴƴŜŎǘŜŘ

YŀƪƘƻǾƪŀ 
ŘŀƳƛƳǇŀŎǘǎL{tǎƛƴ ŦƭƻƻŘŜŘ 
ŀǊŜŀǎ

#BONUS Dataset provides insights into smaller regional 

providers in Kherson. 

Figure 9: Three events with significant impact on ISPs in frontline region Kherson.


