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Leveraging Delivery Failures moeasuring:
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Publication atJsenixATC'22

o Intentional Intentional Measurement
Passive Active Node

Not that Simple: Email Delivery in the 21" Century

g Target

C*'- Intentional

Unintentional 1~ Error

Passive i Unintentional

Holzbauer, FUIIrich, J., Lindorfer, M., Fiebig, T. Not that Simple: Email Delivery in the 21st Century, USENIX
Annual Technical Conference (ATC), 2022. CORE: A
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The Need to Study Email Delivery

Email test: tudelft.nl

8 O

@ Reachable via modern internet address (IPv6)
@ Not all domain names signed (DNSSEC)
@ Authenticity marks against email phishing (DMARC, DKIM and SPF)

€ Mail server connection not or insufficiently secured (STARTTLS and DANE)

@ Authorised route announcement (RPKI)

Testbed: Internet.nl

Email test: uni-kassel.de

s [

@ Not reachable via modern internet address, or improvement possible (IPv6)
@ Not all domain names signed (DNSSEC)

@ Authenticity marks against email phishing (DMARC, DKIM and SPF)

() Unreachable receiving mail server (STARTTLS and DANE)

@ Unauthorised route announcement (RPKI)

I
2.0
O

Outbound MTA

(a

I dz{ K ZININ(E

5b {
Ol EOEAL A

What related testbedgypically miss:

-> How email is actually delivered!

- Which resolver uses the outbound
MTA, does ivalidate DNSSEC

- Delivery irplaintext?

- Areselfsignedcerts validated?

- Isstrict TLSupported? (DANE, MTA
STS)

Why should we car@6% of emails from
Tunisia to Google > downgraded to
. plaintext [14]
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Intentional Passive Email Testbed

- = = A User cannot choose security
''aSNJ Oy OK22as .
; =5 . between MaHTransfer Agents
AYLIEAOAG ¢[{= 1 ¢l g
@ User initiating tes Outbound email infrastructure
o) under test
g Mail submission Resolver
c out of scope
[0
o
) ¢ | E | ¢ E :
©T Email-security-scans.org
wn
o Email delivered?
=
8 a MTA MTA Authoritative
)
: . v DNS
emaitsecurityscans.org
) Allows only Only reachable | |TLSA mismatch Non-matching DS
Target group: users plaintext SMTP via IPv6 || record in parent
& operators
P Expected Expected 8 Not Expected B Not Expected




Initial Study: 417 Providers, 53 Countries

Mail-Dual-TLS-force @
Mail-Dual-TLS-invalid 28
Mail-Dual-TLSA-invalid 55

0 100 200 300
Nr Provider

Mail Delivery
B yes [ no

(a) Regular Providers

L Lniversitat
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TLS Configuration

TLS Configuration TLS Configuration

400 0 2 4 6 8 10 12 0.0 0.2 0.4 0.6 0.8 1.0

Nr Provider Spam Volume
Mail Delivery Mail Delivery
Bl ves [ no = yes [ no
(b) Large Providers (c) Spammers



Initial Study: 417 Providers, 53 Countries

DNSSEC Validation DNSSEC Validation DNSSEC Validation

Mail-v4-DNSSEC-broken EEaelihsny 5655 | [0S  30.8% | s T T 3655
Mail-v6-DNSSEC-broken Sl —88.5% _ : | . i . | .

/

0 100 200 300 400 0 2 4 6 8 10 12 0.0 0.2 0.4 0.6 0.8 1.0

Nr Provider Nr Provider Spam Volume
Mail Delivery Mail Delivery Mail Delivery
= — X S A PN
yes no SAaONBLryeée:I no = yes [ no
(a) Regular Providers (b) Large Providers (c) Spammers
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Continuous Operation

- What we learn from emadecurityscans.org:

g% wniversitat
& _:/ wien

Year Plaintext | STARTTLS Va'l?iﬁ;‘tin IPV6 (MTA)| IPV6 (DNS
2020/21 99% 90% 22% 44% 65%
2023 97% 97% 27% 58% 73%
2024 93% 98% 30% 56% 77%
2025 91% 99% 38% 60% 82%
N yd el e e



Conclusion Email Delivery

Measuremenplatformsmotivate @ vl

Standard adoption Setting up modern e-mail is hard!
Over 80% of users (with multiple test g e '
1/5 of total)improve their email ) :
configuration after the first test Email Delivery Report

For more info, click on the categories in the report table!

Allows to detect trends in improvements:

- 2023/24: DKIM, DANE arl?d IPV6 Your Score: 9/10

- 2025: SPF validity

(missing ip6 mechanisms)

=HE
2 3 4 5 6 7 8 el 10
Score

We received 20 emails from you.
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Delivery Fallures: Intentional Active

t dzof AOL&am@y I

Destination Reachable: What ICMPv6 Error Messages Reveal

About Their Sources

Intentional Intentional
Passive Active : é

5 Node
g Target
' C'- Intentional

Unintentional Unintentional - TonJ Error

: Error

Holzbauer FMaier, M., Ullrich, J. Destination Reachable: What ICERPg6Messages Reveal about their
Sources, Internet Measureme@bnference (IMC), 2024. CORE: A
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Active |IPv6 Measurements
aSl adzNBYS
¢ NBSI

Vantage Point

S =T =

Active |l Il | = e e e o e e e e e e e e e e e e = = - - >

Scanner [ .—- M ottt { (f\
0. L] ~—====- T > 2"32 e
(e.9. ZMAP) “—_| ~45 Minutes

Hitlists only?
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Delivery Fallures: Intentional Active

Analyzd CMPV6 error messages that are returned by IPv6 periphery even when the targe
address does not respond

) Active network
58SGA OS <((I))) Q behind router

LY F2NXYE A2y i
Contribution:

- Network Activity Classificationterpret ICMPV6 error messages to infer whether a
remote network is active anactive

- RouterClassificationlCMPV6 rate limits are different among routes
and can be used for fingerprinting the router vendor

o wien 15



Network Classification

1. Controlled 2. Verification inthe o® dmtAR S
Environment  IPv6 Internet aSl adzNBYS\
Router Lab x| { dzS LJa ZMap
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_ I {dd 6t S F2NJ FdNIKS
ControlledEnvironment NBO2 Yy I A aN?tJA;o\[k]QS
Router Lab o et wemn
InvestigatecErrorTypes |

Routing Table

|
VP
2001:db8:<id>:1::/48 RUT

- DestinationUnreachable and
its sixsubcodes (NR to RR)

- Time Exceeded (TX)

6 Routing Scenarios

- No ACL (2xACL (2x), Null

IP1
[assigned]

Neighbor Table
2001:db8:8:1::1 IP1

Router under Test [RUT] ‘ '

Route, Routing Loop Gateway
Status NR AP |AUs1s| | AUcis| PU FP| RR TX | :
active O O ® O O ol O O
inactive O O O ® O O @& e
ambig. o ® O O ® o O O
¢ wiversitat () sbaresearch/routetab

o wien
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https://github.com/sbaresearch/router-lab
https://github.com/sbaresearch/router-lab
https://github.com/sbaresearch/router-lab

Verify:BValueSteps

Original hitlist address:

2001:db8:1234:abcd: 1234:abcd: 1234:0101 Network
Generated addresses: Border <B32> Reject Route
<original bits> <random bits> <+“— <B46> ReJ:eCt Route Other
B127 2001:db8:1234:abcd: 1234:abcd: 1234:0100 WETTRRE LS T SBABS Reject Route | subnets
B120 2001:db8:1234:abcd: 1234:abcd: 1234:01e8 et o 00> Benect Route ™
Border <B64> Addr Unreach > 1sec
B112 2001:db8:1234:abcd: 1234:abcd: 1234:6aal Vantage 72 Addr Unresch - Loec
B104 2001:db8:1234:abcd:1234:abcd:1221:f38d Point <€ — A —

il <B120> Addr Unreach > 1sec
B48 2001 :db8:abcd:5276:d080@:ccd6:7fc3:311c

«4—2001:db8:200::1ID
~ 7 <B127> Echo Reply
B40 2001:db8:ab3e:3eb7:4c66:7f16:ade5:2b3d Target .
Hitlist Address
B32 2001:db8:7438:221f:b244:476¢c:66bb:8da5 Subnet @

S
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True
Positives
1 @ —V‘TA ..... R «/’...1
L S S O labeled active labeled inactive
0.8 *' Netw. o % Netw. o %
]{l | NR o | ICMPv6 17361 109  95.1% 71 11 4.6%]
E o — =
0.64 I g
é S I AP
O 4 3 T —e— AU e | ICMPvé 352 10 1.9%| 1645 12 15.9% 1
A5 2
} —v— PU : | |
2 ¢ | 1cMPve 537 13 2.9 8230 34  79.5% N
E RR E
" 9
4 L
G'G‘i—— . I ! | ! NOTE: & Standard deviati T
0 4 8 12 16 20 : 0 Standard deviation over five days.
RTT (s)
CA3IdzNBY wee 2F SNNRN YSa 3838 F2NJ f+o0oStSR

I OUyASASS 2 NJ &
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Result: /64 Prefixes in BGP announced /48s

38% of measured8
networks remain silent

————————— .- Measured /64s \ | 6,085,410,816 (100%)
e Responsive \\1,368,371,825 (22.5%)
g o0 e =ponshie Unresponsive 4,717,038,991 (77.5%)
% sk Responsive /64s
. Active 355,616,627 26%

Ambiguousj 209,970,342 = 15%
Inactive / 802,784,856 $9% \\

20K

0K
QQQQ /
N At least 1 active /64 in hy #£p 2
/48 to /64 Suballocation Space 61% of responsive /48 NEB a LJ2
networks NB Y A

J niversitat
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Router Classification

1. Controlled

Environment

Router Lab

Bl

iversitat
wien

HO + SNA T A OF3IIRBNde A Y
LtcBy 0 SNY S Measurements

SNMPV3

a |

LJ

l.:.I
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Controlled Environment: Router Lab

+ Sy R2 NJ 5[5 F IKeielDafaults
Router OS iTTL Delay Bucket Size Refill Interval (o) Refill Size # Error Messages Per
All AU TX NR AU TX NR AU X NR AU TX NR AU Src
s [ CIscOXRVO000 64 18 10 10 10 1,000 1,000 1,000 1 1 1 19 19 0*
S | CiscolOS 15.9 64 3 10 10 10 ~100 ~100 3,800 1 1 10 ~105 ~105 22
% CiscoCSR1000 17.03 64 3 10 10 10 ~100 ~100 3,000 1 1 10 ~105 ~105 22*
2 | Juniper 17.1 64 2 52 12 12 ~1,000 10,000 10,000 52 12 12 ~520° 12 12
g | HPE VSR1000 64 3 co co * oo 00 * o0 00 * o0 ) *
2 | Huawei NE40 64 3 100- 8 / 1,000 1,000 / 100 8 / 1,000- 88 /
200 1,100

Arista 4.28 64 3 ©0 [e5] oo 0o
g Wosis 64 3 6 250" 1 45* v
& | Mikrotik 6.48 64,255 3 6 1000 1 15 v
= | Mikrotik 7.7 64 3 6 250 1 45% v
‘f OpenWRT 19.07 64 3 6 750 1 45 v
;;O OpenWRT 21.02 64 3 6 250* 1 45% v
Z | ArubaOS 10.09 64 3 6 250" 1 45* v
=z 2 255 3 6 10 1 1000 v

PfSense 2.6.0 64 3 100 1000 100 1000

~ ... Refill interval is less stable / ... The response type is not returned by the RUT. * ...Affected by the Neighbor Discovery Process. * ... /48 destination prefix; for other prefix sizes see Table 7 co ... RUT is either
not rate-limited or > scanrate (tested up to 10K pps). ¢ ... Juniper’s Neighbor Discovery for hop limit 0 packets causes a 2-second delay also for TX.

Kernels: Linux , Wind River Linux and FreeBSD .

wien 22




Verify: SNMPv3 Label Comparison

i I R ] [ S T ‘?T—‘J“ " Huawei Lab
2 SRR S I, I —— Huawei SNMPv3: 18,743
o I | Cisco Lab
w 9.6 : * | ~e- Cisco SNMPv3: 17,143
8 I | Juniper Lab
0.4 + § —e-- Juniper SNMPv3: 5,776
I _____..-"” * 0 Linux Kernel Lab
02 > ’ e-- Mikrotik SNMPv3: 4,876
0.0- > Scanrate

Number of Error Messages

Ve

- Huawei labeled match lab mal 22NAUE 2 F Wdzy A LISNJ f
default f AYAGSR F102@S YSI adzNX
- Cisco labeled matckRwand a Ol yaN& L&A
|OS lab defaults maAil NRIHGIMAQKSa [ AydzE 1SN
RSTI dzf (&

g% universitat '
o wien 23




Result: Rate Limit Matching

mw2dzi SNBE 2y Ydzf 0ALX S LJ (KA e
y ~ ~ 7 . ()9 [} ’ ’ 1 y =
0 INBSYRES GRWBdzA & K o8 el = 120,831 centratity - 1
NJ U S ftAYAUaa Huawei - 12.6% [N 0O 3%

X b , > Scanrate/o 200PPS 4 11.8% [l ©- 9%
(0] 9 CDH CD WyA d.@lﬂ ZO Huawei NE - 19_3%-0_3%
2 YO Nokia 1 8:9% [O.2%
niRH WO New pattern- — 8.0% ‘0.4%
Cisco IOS XR A 4.2% [} 0.1%

& & NP 2 ingx1d <429 ror >=4.19;/97-/128) - 3.9% (M 83 - 4%

T[ t S N\P\ L\]K S N\b “0 LJCi‘Nr\T_Jf LS l)o Lir_]ux (_>=4'19£) = 2.9% -12.696
0 adn[ Ay &N Sog SNJ FreeBSD/NetBSD - T.7% 0.5

y 2. LAY RPN « l[ln X [(>=4.19;/1-/32) A 1.5% Jo.1%
OSNRAAZY FUQA(QUUK Ext@en¥, [Brbcdde, H3C, Clsco . 1.4% [0.0%
LINEFTAE aAl Sa ot Saa 4] egsl
i A iper 7 % ]0.0%
O MHD dmPpu K RST I dz fdrtinet Fortigate - 0.1% |0.0%
Linux (>=4.19;/33-/64) A 0.1% |0.0%
NE dZU S Adtran A 0.0% |0.0%

—20 6 2I0 4I0 6l0 810

Percentage of routers

S5 universitat
ey wien 24




Conclusion IPv6 Reconnaissance

- IPv6 network classification based on:
Active: Al ¢x M 280
Inactive: RR, TX & Al <.
TX indicates thpresence of routing loop$urther studied by related work

Not applicable to every networB&% remain sileit

Router & kernel fingerprintgnlikely to be disable@ X must be returned,
harmonization unlikely)

: g ‘ un ive ) | tat
Ly wien
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Delivery Failures: Unintentional Active and Passive

Intentional Intentional Measurement

Passive Active Node

g Target

Abstract

'~ Intentio

Unintentional 1~J Error

Passive Unintentional
Error

Keywords

Publication

Holzbauer FStrobl S., Ullrich J., Tracking Internet Disruptions in Ukraine: Insights from Three Years of Active Full
Block Scans, Internet Measuremé@aunference (IMC), 2025. CORE: A
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Tracking the War in

[Seismic Monitoring ]

Nov 2022

Sep 2022

Jul 2022

May 2022

Mar 2022

Figure 1. Seismic data obtained
from Malyn AKASG array

Ukraine

[Satellite Imagery ] [

LY dSNYSI

CTION AND ANALYSIS

alpha"\striﬁg

CLOUDFLARE

X o I\Idl (@8

Wl RA dzA X HOHHA |11YY

Temporal resolution, weather,
image quality, costs

Privileged position, misses
silentdevices
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From Austria to Ukraine and back

® s/ bWWOO .1 OEAEAAOQE| I
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country
monitor

RTT=120ms
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From Ping to Outage Signal

5t 50%! d 06t ol

193.151. 240

a ' B
) - " -—"
ft X , ET E
Py ' BT AET DOR - AS2
1 3. UPDATE
[] WITHDRAW
sytet tf st P
@zmap Feeds
O wSaLkRlytad g S @ Active /24s ® w2 dzinS
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5F0FasSi 5 SAYKEY adWHatA{aIKNDaL { t

. 4.0
Total: 1743ASedJkraine
3.5
Our Coverage: 1674 (96%) 1o
IODA: 333 (19%) |
. o 2.5 -
Why: Signal Stability s .
3 20-
L5 Trinocular
1.0 A >
- Ping-Slash24 (FBS Sigy/
kin f 2 Oc]_ 0.5 1 ~~- Ping-Slash24 (IODA)
0.0 I Responsive IPs (30s)
Nt 0 N 2 o N o 6 4
Syt s ,,_,.\,V\' 3,\}’\’ 3.\}‘\’ 3.0/\' 3.\}’\’ 3,0’\’ ,,_,.\,V\' 3,\}'\’
o g S SF il Ol ol il

AS25482 - > 4 routed /24s Timestamp

Figure: Raw signals for AS 25482 (STATUS) recorded
November 2023.
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20.71 —— FBS Signal
016 —e— BGP Signal

—+— |P Signal

00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00 00:00
12-May 12-May 12-May 12-May 13-May 13-May 13-May 13-May 14-May
Date (UTC)
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1. Intense attacks on the power
grid -> partial outageshrough
IPS signal

o Infrastructure types
(core vs edge)

2. Full block outages (FBS) more

frequent in frontline regions

3. Only pariof the outages are
passivelyisible in BGP

NI [

Cherkasy -
Chernihiv -
Chernivtsi -

Crimea -

ROKY

b

R

Dnipropetrovsk -

Donetsk

1 | 11

Ivano-Frankivsk -

Kharkiv -

Kherson
Khmelnytskyi
Kirovohrad -
Kyiv -

Luhansk
Lviv -

Mykolaiv

Oblast

Odessa -

Poltava -
Rivne

Sevastopol -

Sumy
Ternopil -
Transcarpathia -
Vinnytsia -
Volyn -
Zaporizhzhia -
Zhytomyr

Q”) b (L°} q:\’
N

1
{V
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v %

I BGP Signal
I FBS Signal

Figure Outages detected by each signal type across oblasts.
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Dataset Breadth: Alignment with Electricity Outages

In NonFrontline Regions:..

Mapp M| w{

- s

gAGK St SOG4 NMGIA

Pearson r=0.725

overlap of days

x

niversitat
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CountryMonitorTakeaways

fiamy
&7/

aipnasuiks JEILS B

- |{Ay3t} |Kicketal CountryMonitor
Protocols Modbus, 60+ ICMP ICMP
DNP3
Signal IP based IP based Block based Block based (no
(Sampling) Sampling)
Interval 24 Hours 4 Hours 10 Minutes 2 Hours
War Coverage 6 Months Until March  Since 2022 Since 2022
2022 2023
Outage Location IP Static IPs IP Geolocation Regional
Geolocation Classification
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Delivery Fallures: Takeaways

ACANBE G NI aui NAChBnARvErecon. with A Different outage signals,
2 EX | AYYIISEM R Sutageddestdricounter different outage types

Ah LILR NJi$lzy A ME] dBx4hurn, provider o Partial outages> during
G2 oS G Ot SeUIPMED power cuts
AS52YF AY Ladds OA Suppdsing IPveide effects: o Long Iasting_outages and
F R2 LJG A 2 )f 59 Y$PE tixes@'wting |QO{pq;, traffic rerouting-> BGRnd
) : latency changes
A¢ S 3 (KESFTUIS NI § BUSSie failed to censor IPv6

- A "~ A Dataset provides insights
FY R dza SNINE @5 in Internet resilience

(repairs, redundancy)
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1. emall - security -

Intentional Intentional 5
: Measurement
Scans.org Passive Active ! Nodeu g

[ Emai Delivery = - I g Target
\) !

Transport
- M= Intentional
g =1 Error

Passive i Unintentional

Hy—e

sport Encryption

cryption (DANE)

t Encryption (MTA-STS)
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2. Active IPv6

Measurements Intentional e Intentional g Measurementé
' Node 5

g Target

- C'- Intentional

Passive Active

Active

Unintentional Unintentional - TonJ Error

Passive Active Unintentional
Error ’
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Conclusion

Passive Active

Intentional Intentional Measurement
' Node ;

Vol i _) E
_g%zg:fgzngggzyr'( ‘ : 1 g, g Targ et
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Khmelnyts I
2% -13% . - | .
:lgo/l«'ﬂ2 o ‘ Y el Kharkiv l\-) ‘ L Intentional
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Passive g Unintentional
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RFC Analysis Hypothess MeaDsurement + f AR Evaluation
esign
Anerror message of type

Dest.Unreach CodeAddr
Unreachshouldbe returned

w 2 dzu SNJ Verification with Do real world IPv6
gAlK Ydz IPv6 networks thaf® networks behave
dSYR2NA are known to be as in the

when sending a request tan
unassigned IPv6 address.

T2 NBI NR active controlled
'y dzyl aa environment?
LicPRRNE &
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Extending beyond Ukraine

CKS aAaylft LINAYIFINAREE Oz2yairaitca 2F LINRJA
Better protected against outages than home routers
Expansion of scans to IPv6
Methodology for collecting home router addresses

512

128

64
04/08 00:00 04/09 00:00 04/10 00:00 04/1100:00 04/12 00:00 04/13 00:00 04/14 00:00 04/15 00:00

== 25482 6877

nglﬁé@f&l)[ﬂbmtor GREENRegional Provider Status vs. YELLOW Ukrtelecom in Khersong®KM\Cycles)
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A New protocolgo add to ematkecurity A Dynamic threshold®r outage
scans.org: ARC, inbound DANE,-MTA detection instead of static ones.

STS, URL rewriting, ..
A ExtendCountryMonitoroutside
A Outage detection in IPv6 Ukraine

o The signal primarily consists of provider

SjdzA LIYSy G I b! ¢ H ) e L
_ A Testregional classificatiofiP to
o Better protected against outages than home : : :
routers location trends) in other countries

o Destination Reachable = Methodology for

collecting home router addresses A ExploreNeighbor Discovery security

for activelPv6 networks
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Limitations

- Vantage Points Data Collection:

-> limited in geographic diversity and number -~ Email: Pause during development of
geograp y artifact in 2022, DNSSEC target failed

- Protocols investigated after initial study
-> Delivery failures for other protocols were - IPv6: Limited period ia023
not investigated - Internet Outages: Interruptions

. e when ourvantage point went
Publication specific: offline/maintenance.

- Email: after initial study: 60% of tests from Aviarch 6th7th, 2022,

Gmail/Microsoft Avarch 14th28th, 2022,

, AOctober 12th19th, 2022,
IPv6: ICMPV6 error message defaults AMarch 5thc April2nd. 2024,

dynamic Auly 13th, 2024,
- Internet disruptions: Anomaly origin hard to AAugust 7th19th, 2024,

determine from measurements alone. Aand Septembet6th, 2024
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Ly Sy dA2mivi Aatt 288G SR

- Exampldest with targetmail -tisa - invalid.(measurement...)

Sender — > > 59{ B
MTA ”‘! = "'! wSazft S NJ
Validating TLSA record ? TLSA
sender MTA O does not 25_tcp.tlsa -
does not @%( match MTA @%( \:nvahd
deliver email cert

Ol OAt ETtOAI EA Authoritive
emailsecurityscans.org DNS
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Yy kB Yy 40AEAEA #1 AOO &1 1T x |, AAAI y

_ UL LU UL U UL U UL U UL U UL U UL U UL U UL U UL U U U U U U U U g

Error Messages in Measurements B OAUIT AA |, Al cOW s A y s Iz y
_ Edgy (Rye, 2020) UL LU UL LU UL U UL LU U UL U UL LU U UL U UL U U U U U U U U g
’ Y f dzdetBrAk  dzazkkiskdAdAdz y

A 64.8MLastHop Routers 3 ULE ULE ULE ULR ULR ULR ULR ULR ULE ULE ULE ULE ULE ULE ULE ULE LR LR LR LR LR UL UL UL UL UL UL UL U U U U

- XMap(Li, 2021) y f dzdz®BrAk AsA sk y
A 52M Routers + User UL U UL U UL U UL U UL U UL U UL U UL U UL U UL U U U U U U U U g

. y st te Y #1 AA v #EAAEOOI y
Equipment (15 ISP ranges T LI R L R LT LT LR LT AT R LTt K TR RV ROT AT

v ) AAT OEAEAO y 3ANOAT AR . O A

JW WU Wl WU ud i Wi ud W ud ud e ud i W udud wd i ud i wudud wa weud

- Periphery cainclude your:

A" Home Router ;L ad9BINR NI aSaal 3

A Smartphone T W W W W




A\ ./. A 4 7 v A\ V Val
aSUKZRa hOSNIAS
A Origination of ICMPv6 error messagasst berate limited
A Measure & detectate limitsthat areunique to vendors

@ O O wg Refill Intervalr9

1. Controlled Refill Size
: X¢218
Environment © tsy
Me21Sy NBY2OQ:
D) LISNJ SNNBNJ Y$
bwonX e 2 GFf SNNENI VS & 443 S QQMWSu { A1 S
GAYSawmms o2y Ra
CME HZ M J10) deO S NJ 2% S S )NJ Réﬁlést@ | HF-G— Fj IP behind router
R dzN3gyHER M N &dS O2 YV R 10 sec
NR,AU, TX ¢ | NE S
¢tMu HEE OgX Y M | « w2 dzii S NJ
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Result I: Changes In the Kernel

m bdzZYoSNJ 2F SNNBN YSaal 3Sa
s 5 i[E]  asozyea
s A I m{GrGAO FYR ReYIYAO GSadA)
o R S— ISNYSt akKz2gachy OKENBASE T2
AL 3S NER 2 v
Three ratellmltlng Changes Global A static source- " SIOCU[V—PCVQ6_braaSteed ™
over time: Rate R R I becomps adaptive| The global
1. Introduction of global e el et Wl B e s
rate Based 50 is introhucedf SEs Ees g
2. Peerbased becomes o " " e
adaptive todest prefix \T]:il:iz o o . >
3. Global bucket is s3. Ry <510
randomized EOL 2017 | 2023 | 2026 |
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2. Verificationin| a5 1y26y 064838 t I LISND
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#4 Regional classification detects long-term trends In

geolocation.

Challenge:
Assign outages to a region in Ukraine

Regional Classificatiodnly consider

[24s that have more thaM addresses J i “
In the target region for more than 4ET AOOAIBl24 |

- - s
T_peroof routed months. Soee 0502 l93.151.240 &
2D 05-02 IR | o
12:00
7 universitat 2022- 03- 02 193.151.240



Solution: Regional Classification

- Goal: Identify /24s representative ” ;
for a region, e.g. Kherson

Regional Classification

st SO X wSIA2Yy It Lt a

] n
a X C¢KNBakz2ftR):7p% | NB 3
TroutedX b dzYoSNJ 2F NRdzi S o~
TpereX { KF NB 2-H: 7602 v ( K & YKSNE 29
Trouted '

> |_Tperc ' Trouted-l
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#4Regi onal <c¢cl assif-ieami bneno
geol ocati on

Class Kherson TS

(
Norma4 (56404) -

il IBS f24s TLC-K (15458) -

Total 118 73.8K 512 OstrovNet (56446) -
: RubinTV (49465) -
Regional 13 8.3K 33 Pluton (211171) -

: Status (25482) -
NonRegional 40 65K 465 M-Net (25256) -

Target Set 34 41.7K 168 Ukrcom (21151) - | |
Digicom (39862) - | | |

U
(o]
-
c
1
]
[ ]

RN I

RostNet (56359) -

Kherson Aurologico ,SAur?)I (30823) l: =.ll.lll========
. e . Viner Telecom (25082) -

1. ldentifies32% of blocksor which JSC-Chumak (34720) - Ml 1T 11T

. Kherson Telecom (47598)- | [ || [ [ B [ [T ]

outages are representatlve of COTEQ%{{Q 1(3%%2; o B llllIlllllllll

the Kherson region Ntt-Ltd-2914 (2914)

2 T t t . tt t Viner Telecom (45043)
- Leligftt gt Sielniess el Ll PRl i) OClElgls Figure 4: Regional share of IPs in Khers
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Parameters & Threshold Sensitivity/Severity

Level BGP % FBS ™ IPS A

AS <95% < 80% (if IPS <95%) < 80%
Regional <95% < 95% (if IPS <95%) < 90%

Solution: Baltrg ISP Availability Sensing (2019)

Filter maintenance activityaelditionallyresponsive |Psave to go down by 5% or more

di% wiversitat
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Parameters & Threshold Sensitivity/Severity
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Used in paper
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Russian Troops destroy critical
infrastructure (TV Tower,
Heat/Power Plant during
retreat)
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What is the size of the Ukrainian IPv4 address space?

wLt 9 ! ff201I (

Might not always reflect actual usage!

T
I
1
1
1
1
1

—— Allocated+Assigned
---- Measurement Input

IPs (millions)

1
T T

S ® e e @
Year
A 3,085 IPv4 ranges (~10.5M IPs) in 2022; trend
declining
0 98% still exist in 2025
A 87% allocated to Ukraine
A 13% changed country codes

Lnlver5|tat A one-third to Russia
w= Wien o Still valid measurement targets

i A 2y a IPGeolocation

A Leased Prefixes?
0 3.3% of delegated IPs located outside

the country
A Included in our measurementsf4
A Not valuable measurement targets?

0 Reverse case: 7.4% of IPs locate to Ukraine b

delegated to other countries
A Not included in our measurements X
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#5 Internet disruptions in Ukraine peaked during winter

2022/23 and throughout 2024.

Cherkasy - L I
Chernihiv - ||

m
Chernivtsi - | | lillkl Il [ I ‘ | *
| ool
1. Intense attacks on the power ., o.5me- '| | \ il w i

Il

grid -> partial outages ano-Frambaegk 1 [ huu”n ’ :: "n‘m[h !
1 1l

. Kharkiv | |
through IPS signal Khersonj’ I |. m‘ I| |H\ |“| M |
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i
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T TN 1N

o Infrastructure types (core ooy | J
2. Full block outages (FBS) Sevasstggnoyl N - |‘ Il |
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#7 Strong correlation of days with outages & power cuts
In non-frontline regions.

123456 7 8 91011121314151617 181920212223 2425262728293031

1951 HOURS

with electricity outages in 2024

MAY

Avg. 686 HOURS
Max. 2822 HOURS

with Internet outages in 2024

2024

4 4 9104 3 0 -

o o ©o 8 o ©o © @ @ ©o ©o 8 e e © o a8 o

0120 -

QOutage Hours (MEAN)

Pearson r=0.725 -”‘:“"::;,::;:;;_mmslféiz?iiﬂ
18 @ o o o o o o o 13MENON2 o o o
overlap of days BN R

LEGEND: FIRST ROW = POWER, SECOND ROW = INTERNET

: PR Figure 8: Hours affected by power and Internet outages in
LVO I\e/%rsnat 2024,
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#BONUS Dataset provides insights into smaller regional

providers in Kherson.
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SR wniversitat Figure 9: Three events with significant impact on ISPs in frontline region Kherson.
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